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IInnttrroodduuccttiioonn
This manual assists you with the operation or maintenance of your Stryker product. Read this manual before operating or
maintaining this product. Set methods and procedures to educate and train your staff on the safe operation or maintenance
of this product.

NNoottee -- Stryker continually seeks advancements in product design and quality. This manual contains the most current
product information available at the time. There may be minor discrepancies between your product and this manual. If you
have any questions, contact Stryker Customer Service or Technical Support at 1-800-327-0770.

CCoonnttaacctt iinnffoorrmmaattiioonn

Contact Stryker Customer Service or Technical Support at: 1-800-327-0770.

Stryker Medical
3800 E. Centre Avenue
Portage, MI 49002
USA

E-mail: medicaliBedWirelessSupport@stryker.com

SSyysstteemm rreeqquuiirreemmeennttss aanndd rreeccoommmmeennddaattiioonnss

NNoottee
• If minimum system requirements are not met, system performance will be impacted.
• Apply relevant software updates and patches.

SSeerrvveerr hhaarrddwwaarree ((vviirrttuuaall mmaacchhiinnee oorr ddeeddiiccaatteedd sseerrvveerr))::

Minimum requirements for the iiBBeedd® Platform hardware is dependent on the number of beds connected to the system.

11 -- 550000 ccoonnnneecctteedd bbeeddss::

• 2.x GHz processor or higher with a total of 4 cores

• Memory: 32 GB RAM

• Hard Drive: 300 GB

550011 -- 11000000 ccoonnnneecctteedd bbeeddss::

• 2.x GHz processor or higher with a total of 8 cores

• Memory: 64 GB RAM

• Hard Drive: 300 GB

DDaasshhbbooaarrdd ((cclliieenntt))::

• At least one (1) HD television at nurse station that is either:

∘ Connected to PC or Smart TV (with GGooooggllee CChhrroommee™)

– GGooooggllee CChhrroommee v.106 (or higher)

– Optimized screen resolution from 1920 x 1080 - 3140 x 2160

TToo mmaakkee ssuurree yyoouurr nneettwwoorrkk iiss sseeccuurree,, SSttrryykkeerr rreeccoommmmeennddss tthhee ffoolllloowwiinngg::

• Anti-virus/malware protection

• Close unused network ports
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• Disable unused services

• Manage access to system/network infrastructure

• Monitor network activity for irregularities
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CCoonnffiigguurriinngg iiBBeedd PPllaattffoorrmm
After initial setup, you have access to these AAddmmiinn ttoooollss:

• UUnniitt mmaannaaggeemmeenntt (Creating a unit (page 5))
• TTVV UUnniittss ddaasshhbbooaarrdd (TV Units dashboard (page 6))
• LLooccaattiioonn mmaannaaggeemmeenntt (Importing locations (page 6))
• TTVV cclliieenntt mmaannaaggeemmeenntt (Creating a TV client (page 8))
• SSeettttiinnggss (Viewing or editing platform settings (page 10))

NNoottee -- Make sure that you test unit functions after initial setup.

FFiigguurree 11 –– iiBBeedd PPllaattffoorrmm

CChhaannggiinngg tthhee aaddmmiinn aaccccoouunntt sseettttiinnggss

The admin account is a preconfigured system account for product configuration. You can change the password for the
admin account.

You can locate the admin account settings in the application installation directory of the aappppsseettttiinnggss..jjssoonn file.

To change the password:

1. Go to the hasher folder CC::\\PPrrooggrraamm FFiilleess\\SSttrryykkeerr RRoooommCCaarree PPllaattffoorrmm\\AAddmmiinnPPaasssswwoorrddHHaasshheerr (default location,
may vary).

2. Double click SSttrryykkeerr..RRoooommCCaarree..AAddmmiinnPPaasssswwoorrddHHaasshheerr..eexxee to run the .exe.

3. Follow the prompts in the application window to change the password (Figure 2).
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FFiigguurree 22 –– PPaasssswwoorrdd cchhaannggee pprroommppttss

CCrreeaattiinngg aa uunniitt
Units can represent a wing or floor of the facility. Units are required to assign locations (bed/room locations) and TV clients.

To create a unit:

1. Login to the iiBBeedd PPllaattffoorrmm with your username and password at https://FQDN/login (FQDN = Fully Qualified Domain
Name) of the server hosting Vision (Figure 3).

FFiigguurree 33 –– iiBBeedd PPllaattffoorrmm llooggiinn

2. Select the UUnniitt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

3. Click NNeeww uunniitt (A, Figure 4).
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A

FFiigguurree 44 –– NNeeww uunniitt

4. In the CCrreeaattee nneeww uunniitt window, enter the UUnniitt ddiissppllaayy nnaammee, UUnniitt ddeessccrriippttiioonn, and UUnniitt TTyyppee.

5. Select SSoorrtt LLooccaattiioonnss bbyy AAlliiaass oonn TTvv.

6. Click CCrreeaattee.

NNoottee -- The new unit appears in the UUnniitt mmaannaaggeemmeenntt tab.

EEddiittiinngg aa uunniitt
To edit a unit:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the UUnniitt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

3. From the unit list, click the pencil icon next to the unit you want to edit.

4. Click the yellow EEddiitt uunniitt header to expand unit information.

5. Enter edits in the EEddiitt uunniitt window.

6. Click SSaavvee.

DDeelleettiinngg aa uunniitt
To delete a unit:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the UUnniitt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

3. From the unit list, click the trash can icon of the unit you want to delete.

NNoottee -- You must first unassign any TVs from the unit you want to delete (Unassigning a location from a unit (page 8)).
4. In the DDeelleettee uunniitt pop-up, click YYeess to confirm.

TTVV UUnniittss ddaasshhbbooaarrdd
The TV Units dashboard allows you to view any current dashboard from the admin screen.

To view the dashboard:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the TTVV UUnniittss ddaasshhbbooaarrdd tab (Configuring iBed Platform (page 4)).

3. Click the UUnniittss dropdown and select the unit you want to view.

IImmppoorrttiinngg llooccaattiioonnss
Locations are the beds/rooms that are assigned to units for supervision. The iiBBeedd Server imports locations.
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NNoottee -- See the iiBBeedd Server Installation/Configuration Manual to update the bed/room locations list when you make
equipment changes.

To import locations:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the LLooccaattiioonn mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

3. Select IImmppoorrtt llooccaattiioonnss.

4. Click CChhoooossee ffiillee.

5. In the WWiinnddoowwss EExxpplloorreerr pop-up, select the XML file and click OOppeenn.

6. Click IImmppoorrtt.

NNoottee -- You can import up to 1500 locations.

The new location appears in the LLooccaattiioonn mmaannaaggeemmeenntt tab.

AAssssiiggnniinngg aa llooccaattiioonn ttoo aa uunniitt
You must assign locations to a unit for supervision on the TV client (Editing a TV client (page 10)).

To assign a location to a unit:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the LLooccaattiioonn mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

NNoottee -- You must import locations before you can assign a location to a unit (Importing locations (page 6)).
3. Select TTaarrggeett uunniitt (A), and choose the appropriate unit from the dropdown (Figure 5).

4. From the listed locations, select the check box(es) for the locations you want to add to the unit.

5. Click AAssssiiggnn ttoo uunniitt (B) to assign the selected locations (Figure 5).

NNoottee -- Enter search text on the FFiilltteerr llooccaattiioonnss line to filter locations.

A B

FFiigguurree 55 –– AAssssiiggnn llooccaattiioonnss

EEddiittiinngg aa llooccaattiioonn wwiitthhiinn aa uunniitt
To edit a location within a unit:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the UUnniitt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

3. From the unit list, click the pencil icon next to the location you want to edit.

4. Enter edits for LLooccaattiioonn IIDD and LLooccaattiioonn aalliiaass.
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5. Click SSaavvee.

UUnnaassssiiggnniinngg aa llooccaattiioonn ffrroomm aa uunniitt
When a location changes, you may need to unassign the location from a unit.

To unassign a location from a unit:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the UUnniitt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

3. From the unit list, click the pencil icon (A) of the unit you want to unassign locations from (Figure 6).

4. In the EEddiitt uunniitt:: list, click the disconnect icon (B) next to the location you want to unassign from the unit (Figure 6).

5. In the UUnnaassssiiggnn llooccaattiioonn pop-up, click YYeess to confirm.

NNoottee -- The unassigned location appears in the LLooccaattiioonn mmaannaaggeemmeenntt tab.

A B C

FFiigguurree 66 –– EEddiitt uunniitt

DDeelleettiinngg aa llooccaattiioonn
You can delete a location from either the UUnniitt mmaannaaggeemmeenntt tab or the LLooccaattiioonn mmaannaaggeemmeenntt tab.

1. To delete a location from UUnniitt mmaannaaggeemmeenntt:

a. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

b. Select the UUnniitt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

c. From the unit list, click the pencil icon (A) of the unit you want to delete locations from (Figure 6).

d. In the EEddiitt uunniitt:: list, click the trash can icon (C) next to the location you want to delete (Figure 6).

e. In the DDeelleettee llooccaattiioonn pop-up, click YYeess to confirm.

2. To delete a location from LLooccaattiioonn mmaannaaggeemmeenntt:

a. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

b. Select the LLooccaattiioonn mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

c. From the locations list, click the trash can icon of the location you want to delete.

d. In the DDeelleettee llooccaattiioonn pop-up, click YYeess to confirm.

CCrreeaattiinngg aa TTVV cclliieenntt
NNoottee -- Stryker recommends using a LAN connection for the TV.
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To create a TV client:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the TTVV cclliieenntt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

NNoottee -- You must create a unit before you can assign a TV client (Creating a unit (page 5)).
3. Click NNeeww TTVV (A) (Figure 7).

4. In the NNeeww TTVV window, enter the following:

• TTVV IIDD: The TV username used to log into the iiBBeedd Platform dashboard

• PPaasssswwoorrdd: Auto-generated or created manually

• TTaarrggeett uunniitt: Click the dropdown to select the desired unit

• DDeessccrriippttiioonn: User created description

5. Click CCrreeaattee.

NNoottee -- The new TV client appears in the TTVV cclliieenntt mmaannaaggeemmeenntt tab.

A

B C D
FFiigguurree 77 –– TTVV cclliieenntt mmaannaaggeemmeenntt

DDeelleettiinngg aa TTVV cclliieenntt
To delete a TV client:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the TTVV cclliieenntt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

3. From the TV client list, click the trash can icon (D) of the client you want to delete (Figure 7).

4. In the DDeelleettee TTVV pop-up, click YYeess to confirm.

RReesseettttiinngg aa TTVV cclliieenntt ppaasssswwoorrdd
To reset a TV client password:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the TTVV cclliieenntt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

3. From the TV client list, click the key icon (C) of the client you want to reset (Figure 7).

4. In the RReesseett ppaasssswwoorrdd ffoorr:: window, enter the new password.

5. Click RReesseett.
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NNoottee -- When you change the TV client password, the system will not automatically log out of the TV client.

NNoottee -- To log out of the system, change the TV client password, lock the account, and then unlock the account (Figure
8). This will force anyone that is logged into the system to log out and they will need to login with the new password.

FFiigguurree 88 –– RReesseettttiinngg TTVV cclliieenntt ppaasssswwoorrdd

EEddiittiinngg aa TTVV cclliieenntt
When you edit a TV client, you can change:

• TTVV IIDD: The TV username to log into the iiBBeedd Vision dashboard

• TTaarrggeett uunniitt: Click the dropdown to select the desired unit

• DDeessccrriippttiioonn: User created description

• LLoocckkeedd: Check to lock/unlock the TV client account

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the TTVV cclliieenntt mmaannaaggeemmeenntt tab (Configuring iBed Platform (page 4)).

3. From the TV client list, click the pencil icon (B) of the client you want to edit (Figure 7).

4. In the EEddiitt TTVV window, edit the client from the above options.

5. Click SSaavvee.

VViieewwiinngg oorr eeddiittiinngg ppllaattffoorrmm sseettttiinnggss
To view or edit the iiBBeedd Platform settings:

1. Login to the iiBBeedd PPllaattffoorrmm (Figure 3).

2. Select the SSeettttiinnggss tab (Configuring iBed Platform (page 4)).

• Select SSMMTTPP sseettttiinnggss to view and test (A) the platform email configuration (Figure 9).
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A

FFiigguurree 99 –– SSMMTTPP sseettttiinnggss

• Select DDaasshhbbooaarrdd ssttyyllee sseettttiinnggss to view the platform style configuration (Figure 10). You can configure dashboard
styles globally or for individual monitors.

FFiigguurree 1100 –– DDaasshhbbooaarrdd ssttyyllee sseettttiinnggss

3. Select the desired scope from the SSeelleecctt TTVV CClliieenntt dropdown list.

• Double click to edit text fields.

• Click the colored circle to change the color.

4. Once changes have been made, SSaavvee SSttyyllee SSeettttiinnggss turns orange.
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5. Click SSaavvee SSttyyllee SSeettttiinnggss to save new dashboard style settings.

SSeeccuurriittyy

Hospital On-Premise
(Internal WLAN/LAN)

TLS v1.2 encryption in transit
Wi-Fi 802.11

JSON API HTTPS Protocol
Bed Data

HL7 / LLP Protocol (LAN)
De-Identified Patient Data

TLS v1.2 encryption in transit
Wi-Fi 802.11

JSON API HTTPS Protocol
JWT Token for API access

Bed Data / De-Identified Patient Data

HDO Owned VM/Server
Electronic Health Record software (e.g. Cerner, EPIC, etc.)
HDOmaintained (software, hardware, updates, security, etc.)

De-Identified Patient Data
Unique ID (de-identified, one way salted hash from PID)
RoomAssignment - READONLY
Fall Risk Score - READONLY
Status (Admission, Discharge, Transfer) READONLY

HDO Owned Asset

Stryker Wireless Bed (1 to *)
Gateway Wireless Client is connected to the bed via hardware component, CAN
bus and utilizes 802.11 Wi-Fi (HDO-ownedWLAN network)i to communicate to the
Stryker iBed Platform Software.

Bed Data
Stryker Information Asset (Read only data in flight)
Serial Number (unique serial number of the bed)
Rail Status (up/down)
Current Weight
Last LoggedWeight (weight, date/time)
LoggedWeight History (weight, date/time)
Room Location
Brake Status
Fowler/Head/Flat Angle
Nurse Call Status
Bed Height
Alarms (Bed Exit, Brake, or iBedWatch/Awareness)
Center of gravity
Device Error Log
Active Error (description and flag)
Bed Exit Arming / Zone
iBedWatch / Awareness
Motion Lock
Smart Mattress data

Stryker Owned Asset

HDO Owned VM/Server
HDOmaintained (software, hardware, updates,
security, etc.)

MSWindows Server 2019

Connected to HDO LAN

Stryker iBed Platform Software

APIs for bed/de-identified patient data, business
logic for communicating to iBed Vision over 443

Communicate to the wireless beds and receive
wireless bed data over port 443 HDO OWNED Smart TV

HDOmaintained (software, hardware,
updates, security, etc.)

Windows 10 PC

Deployed in Units (Nurse Station)

Utilizes 801.11 Wi-Fi (HDO-owned
network)i to communicate to the
Stryker iBed Platform Software.

Stryker iBed Vision

Web-based application usingGoogle
Chrome v.106 or greater

FFiigguurree 1111 –– SSeeccuurriittyy bblloocckk ddiiaaggrraamm
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Stryker Medical
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