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Stryker iBed® Wireless after-hours support documentation template

Hospital:
Point of contact:
Email:

Phone:

Issue as described (Single bed/location, single third-party outage, complete outage - if complete
or single third party, mark as high importance):

Date/time of contact:

Bed serial number:

Footboard serial number (only for InTouch & ProCuity bed models):
IP address:

MAC address:

Room number/Patient position:

Locator BBID:

Troubleshooting steps performed/instructed
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Verifying Stryker application pools are running in IS Manager

1. Login to Stryker iBed Server

Click the Search button and type “IIS Manager” and click Enter to open

3. InConnections pane, click the drop-down arrow next to the server name to expand items
a. Click Application Pools

4. Verify thatall Application Pools are Started:

N

@ Internet Information Services (IIS) Manager

& (2 » BLDIBEDDEVO! » Application Pools
File View Help
@1 Application Pool
S - ication Pools
@-id|Z 8 4§ Aep
-5 Start Page < < 2 5 G < 3 2 i o
& BLOIBEODEVD! (STRYKER( | 1S P29E etsYou view and manage the s o application pools o the server. Application pools ae associated with worker processes, contain one or more applicatins, and provide
v4 isolation among different applications.
1.2} Application Pools
, [ Sites Filter: v ¥ Go - G ShowAll | Group by: No Grouping -
> il Server Farms Name Status  .NETCLRV.. Managed Pipel... Identity Applications
L NETV20 Started V2.0 Integrated ApplicationPoolld... 0
2 NET 2.0 Classic Stated 120 Classic ApplicationPoolld... 0
2 NETvAS Stated V40 Integrated ApplicationPoolld... 2
22 NET v45 Classic Stated V40 Classic ApplicationPoolld... 0
eHap Stated  v40 Integrated NetworkService 1
(D Classic NET AppPool ~ Started  v2.0 Classic ApplicationPoolld... 0
2 DefaultAppPool Stated 2.0 Integrated ApplicationPoolld... 2
(I DeviceDataManager ~ Started V4.0 Integrated NetworkService 1
2 Downloads Stated w40 Integrated NetworkService 0
L2 sewsi Started  v40 Integrated NetworkService 2
L} Stryker.Auth Started  NoManag... Integrated NetworkService 1
2 Stryker.Clinical Started  NoManag... Integrated NetworkService 1
2 StrykerIOT Started  NoManag... Integrated NetworkService 1
(D strykerApplicationPool Started V4.0 Integrated ApplicationPoolld... 1
% 5 Features View |12 Content View

Ready
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Stryker Wireless bed triage

The Stryker iBed Wireless system requires both wireless connectivity as well as a location (provided either
via an iBed locator or Secure Connect) to be able to communicate with systems wirelessly. This document
walks through verifying the bed is connected to both Wi-Fi and a locator to function wirelessly. See table
below for next steps if either icon shows disconnected.

No connection to the wireless network 1. Power cycle or perform a soft reset of
the product and wait two minutes
a. Ifthe footboard wireless icon
shows a connection go to step 3
b. If the footboard wireless icon
does not show a connection go
to step 2
2. Move the bed to a different area of the
hospital and see if it can connect
a. Ifthe footboard wireless icon
shows a connection, there may
be an issue with signal strength
in the room the bed would not
connect in. Contact networking
and go to step 3
b. If the footboard wireless icon
does not show a connection,
pull bed from service, and
troubleshoot wireless radio
3. Verify proper operation before you
return the bed to service
No connection to the iBed Locator / Secure 1. Verify the bed is facing the iBed Locator
Connect / Secure Connect and that Line of Sight
is not obstructed
2. Move the product to another iBed
Locator / Secure Connect
a. Ifthe product connects, replace
the batteries in the locator /
ensure the Secure Connect
power cord is plugged in and
the battery switch is turned ON
/ troubleshoot locator or
Secure Connect
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b. If the product does not connect,
troubleshoot the IR module on
the bed

3. Verify proper operation before you
return the bed to service

Check iBed locator and wireless Connection status on the bed:

e On the main home screen of the footboard, view the icons in the upper left- and right-hand corners of the
display
o Ificons are not present, verify bed is wireless model and option is turned on

(g -] )

23° -12°

o
-

e Theupper left-hand corner shows the wireless connectivity status, the less bars around the antenna icon
the lower signal

e The upper right-hand corner shows the iBed Locator connectivity status, it will be either connected or
disconnected

_‘l:l‘_ﬂ This icon means the iBed Locator is connected.

ﬁﬂ This icon means the iBed Locator is not connected.

(("’)) This icon means the Network is connected.

' X This icon means the Network is not connected.

Retrieving bed’s IP address, MAC address, and iBed Locator BBID information from the bed’s Maintenance Menu:

e Referto 3005-109-002 Maintenance Manual for an in-depth guide to the Maintenance Menu

o  Within the Maintenance Menu, select the “Connectivity Info” option

o Use the arrow buttons to navigate down through the Connectivity Info page to collect the IP
Address, MAC address, and iBed Locator ID (BBID) information
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Check iBed locator and wireless Connection status on the bed:

*If icons are not present, verify bed is wireless model and option is turned on

e The following figure displays the InTouch home screen icons and their definitions

Patient Information

Patient 10

mTmoow >

M. 01,2018

stryker

7Bed /

Bed txt | Surfaces | Oplons | Lockouts |

2/27/2019
12:00 AM

Figure 20: Patient information

| Name Function
A Patient ID Displays patient name and date admitted
B Weight Displays patient weight
c Height Displays patient height
D BMmi Displays the patient’s body mass index (BMI)
Scal Displays the patient’s last Braden Scale score and the time and date
E Geaden for Predicting the score was recorded. Tap the pencil to enter the Braden Scale
Pressure Sore Risk'
F Unit/Rm Tap the pencil to enter unit/room number

G Configure privacy

Configures the visibility of patient information displayed on the Patient
Information screen

H Patient note

Tap the pencil to enter patient notes

| Wi-Fi (Optional)

View the Wi-Fi connection status (Figure 96 on page 89)

J iBed Locator (Optional)

View the iBed Locator connection status (Figure 98 on page 90)
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iBed Locator is connected

/Bed Locator is not connected

Wireless Network is connected

Wireless Network is trying to connect/not connected

Wireless module not detected

Call maintenance

Support surface call maintenance

B (=== =]

o Figure I and ] show the wireless connectivity information

e Pressthe Wi-Fiicon
Viewing the Wi-Fi connection status (optional)

Note: /Bed Wireless must be installed and configured in order to view this option.

To view the Wi-Fi connection status, tap Wi-Fi (see Main
menu: Options on page 80) or tap the Wi-Fi connectivity
icon at the bottom of the touch screen.

Wi-Fi ON displays the connection status of the wireless
network.

To configure the Wi-Fi option, see the InTouch
maintenance manual.

To return to the Options screen, tap Back (Figure 96 on
page 89).

@ A iy

e TheIP and MAC address can be retrieved from this screen as well

e Press the IBed locator icon
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Viewing the iBed Locator tion status (opti

)

Note: The iBed Locator must be instalied and configured in order 1o view this option

To view the /iBed Locator connection status, tap /Bed
Locator (see Main menu: Options on page 80) or tap the
Bed Locator connectivity icon at the bottom of the touch
screen.

Locator ID: Displays the /Bed Locator ID. (

Battery Status: Indicates the charge left in the iBed R -
Locator battery. =g *o

Note: Replace the /Bed Locator batteries as necessary. | L AT merconneans

If the iBed Locator is not connected, a red X appears
next to the iBed Locator connectivity icon, no Locator ID
is displayed, and the Battery Status field displays Not

(=]
Connected (Figure 87 on page 90). S o L T e N
—
~

-
To return to the Options screen, tap Back (Figure 97 on (1
page 90).

L

Figure 97: iBed Locator Information (not connected)

If the iBed Locator is connected, a green check mark
appears next to the /Bed Locator connectivity icon, a
valid Locator ID is displayed, and the Battery Status field
displays Good or Low, depending on the battery charge
(Figure 98 on page 90).

To return to the Options screen, tap Back (Figure 98 on | 01-02-03-04-05-08
page 90)

o The Locator ID on this screen is also known as the BBID

Check iBed locator and wireless Connection status on the bed:

3800 E.
1-800-3
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On the main home screen of the footboard, view the icons in the upper right-hand corner of the display
o Ificons are not present, verify bed is wireless model and option is turned on
The icon to the left shows the connectivity status for the wireless locator / Secure Connect
o Orange icon means bed is not connected to locator / Secure Connect
o Greenicon means bed is connected to locator / Secure Connect
Theicon to the right shows the status of the bed’s connectivity to the wireless network
o Ablue X over the Wi-Fi icon means the bed is not connected to Wi-Fi

o Anantenna icon with radiating bars to signify current signal strength means the bed is connected to
Wi-Fi

The below image shows both icons disconnected:
() =%

The below image shows both icons connected:
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Verifying subscriptions for 3™ party in Stryker iBed server

1. Loginto Stryker iBed Server

2. OpeniBed Server Tools
a. Right Click > Run as Admin

3. Click Subscription List Tab
a. Each 3rd Party requires a server subscription (Device ID begins with 5212) as well as a subscription to each individual bed (Device

ID = serial number of bed)

i. Can verify which third party subscription is for in Subscriber URL field (contains IP or host name of server that is
subscribing to Stryker iBed Server)

1. In example below, line 1 is the server subscription from DDM. Lines 2 and 3 are bed subscriptions from DDM

ii. If subscriptions are missing, instruct to verify 3rd party server is working properly as Stryker does not control incoming

subscriptions outside of DDM

4. Forintegrations with Stryker systems (Vision, Smart Equipment Management) or integrations utilizing Iguana (Epic or other
EHR integrations, new 3rd party integrations) we will need to verify we have a DDM subscription to the server and beds
a. If DDM subscriptions are missing, instruct to Verify DDM Application Pool is running in IIS (refer to Verifying Stryker Application
Pools are Running in IIS Manager)
i. Example of DDM subscriptions in image

& Stryker iBed Server Tool - [Server Data]
View Edit Verification Diagnostic Info DDM Subscribers About Exit

Server Web Service URL lm‘:://lol'lo!/SEWSI/SEWSIWebSetviceComrad.am | B Edit
Connected Device(s) D Total Device(s) D
Connected Device URL List Debug Devices | Device Location List | Client Diagnostic Info |
il Device ID - iption 1D A Create Time A Last Renew Time A Subscriber URL
[ 2| 5212-500-005_00000 ’5212-500-005_00000_c89301054-4376-4290-958e-aeef83274d7a 8/10/2021 11:11:04 AM 8/10/2021 11:11:04 AM http://10.50.114.37/DeviceD:
2 ™ |3000-000-000_U08615 C3000-000-000_U086152287099559 8/10/2021 10:51:05 AM 8/10/2021 10:51:05 AM http://10.50.114.37/DeviceD: SVC
3 I~ |3000-000-000_U08615 C3000-000-000_L1086152598051400 8/10/2021 11:01:06 AM 8/10/2021 11:01:06 AM http://10.50.114.37/DeviceD:
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Verifying Stryker channels are running in Iguana

1. Login to Stryker iBed Server
2. Click Iguana link on desktop to open Iguana dashboard

a. Ifthereis notalink, opena browser and navigate to localhost:6543
b. Defaultusername and password is prepopulated, just click Login
3. You will see the channels in the main view

a. Verify channels are Started (green icon = running, red icon = stopped due to error, yellow =

attempting to connect, white = not started)

b. Ifany channels are not running or stopped due to error, restart them by clicking Start
iguana” e, Aa
Q 7]
......... . ERRORS QuE
..... 8 (o 1
..... [} 1
= :
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Verifying Stryker iBed® server services are running

1. Loginto Stryker iBed Server
2. OpenaRun Prompt (Windows Key + r)
a. Type services.msc to open Services panel
3. Verify the following services are running (if not, start them):
a. StrykerSEWSIHeartbeatService
b. StrykerMaintenanceService
c. StrykerDiagnosticService
d. World Wide Web Publishing Service
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Example triage flow

Customer Inquiry: Stryker Medical wireless outage
Step 1: Determine outage scope (complete outage, single application, specific beds/location)

[s this an issue with a single bed or location? Is this impacting all wireless systems or just one? What system is
impacted?

Step 2a: Complete outage

e Instruct to Verify Stryker services are running on server (refer to Verifying Stryker iBed Server Services are
Running)
e Instruct to Verify Application Pools are running on server in IIS Manager (refer to Verifying Stryker
Application Pools are Running in IIS Manager)
e Instruct to Verify beds are connected to server (refer to Verifying Beds are Connected to Stryker iBed
Server)
o Ifnot, check with network team

Step 2b: Single application

e Instruct to Verify we have subscriptions in subscription list tab of server for that subscriber (refer to
Verifying Subscriptions for 3rd Party in Stryker iBed Server)
e IfStryker system (Vision, Smart Equipment Management, etc):
o Verify services on downstream server are running (Vision) (refer to Verifying Stryker Vision
Services are Running)
o Verify channels are started in Iguana (Verifying Stryker Channels are Running in Iguana)

Step 2c: Specific bed/location

o Triage at bedside:
o Ensure both wireless and locator icon show connected (refer to Stryker Wireless Bed Triage)
» Ifwifi disconnected (602 error):
» Rebootbed and checkin 5 mins
* Pull bed from service and see if it connects elsewhere
= Ifso, likely a signal strength issue in previous room
» Ifnot, contactservice for troubleshooting bed
* Iflocator disconnected (checkicon after each step):
» Ensure head of bed is facing locator
» Ensure line of sight between bed and locator is not obstructed
* Ensure brakeis set
» Replace batteries in locator
» Ifstill not connected, contact service to troubleshoot locator/bed
*= Document info for service
» Serial Number
* Room Number/patient position
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e Ifbothicons show connected:
o Document info for TSA team (refer to Wireless After-Hours Support Documentation)

Step 3: Log investigation in Stryker email template and send to specified address
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Verifying beds are connected to Stryker iBed Server

1. Login to Stryker iBed Server.
2. Open iBed Server Tools.
a. Rightclick>Runas Admin
3. Verify Connected Devices field > 0.
a. If connected Devices is a lot less than Total Devices, we may have troubles
communicating with some beds. Contact network team to assist.

& Strykoer iBed Server Tool - [Server Data]
View Edit venfication Disgnostic Info DOM Subsenbers  About Ext

Server Wi Sarvice URL [bitn

] | e

[P oo |
S — [ |

Correctd Dervicn URL Ust | Subscripton List | Dot Devices | Dievics Location Lt | Clert [segrosc infa |
Dieeice ID

| Locston D o | Dewce P o | Devce MAC o | Sottware Rersion limsumn
05011457 | O05056A56042 |=1250200 3000201 | server 01
FloomPace 1041757158 2SN THcad v 42000 SRAAINN2010.1.4

-
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Verifying Stryker vision server services are running

1. Login to Stryker Vision Server

2. Opena Run Prompt (Windows Key + r)
a. Type services.msc to open Services panel

3. Verify the following services are running (if not, start them):
a. Allservices that start with Stryker

b. World Wide Web Publishing Service
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